
Fusion FPGA platform

Accelerate cryptographic computation
�Y�K�V�J���T�G�E�Q�P�“�I�W�T�C�D�N�G���N�Q�I�K�E���F�G�U�K�I�P



As hardware attacks become increasingly tricky, large-scale businesses 

and governments struggle to keep up. Not like medium and small-scale 

ones, it takes longer and costs higher for them to compensate for losses. 

Moving to an era where digital assets are more valuable than materials, 

�Y�G���C�N�N���N�Q�P�I���H�Q�T���C���R�C�K�P�N�G�U�U�����”�G�Z�K�D�N�G���C�P�F���E�Q�P�X�G�P�K�G�P�V���Y�C�[���V�Q���R�T�Q�V�G�E�V���F�K�I�K�V�C�N��

assets and intellectual property. 

In hardware security, compliance is a basic requirement, beyond which 

�W�U�C�D�K�N�K�V�[���C�P�F���”�G�Z�K�D�K�N�K�V�[���F�G�V�G�T�O�K�P�G���J�Q�Y���C�I�K�N�G���D�W�U�K�P�G�U�U�G�U���C�T�G���V�Q���E�Q�R�G���Y�K�V�J��

potential threats. To meet the requirement, security subsystem should 

�C�N�N�Q�Y���H�Q�T���C�F�C�R�V�K�X�G���T�G�E�Q�P�“�I�W�T�C�V�K�Q�P���C�P�F�����E�W�U�V�Q�O�K�\�C�V�K�Q�P����

�2�Q�Y�G�T�G�F���D�[���+�-�8�i�U���U�R�G�E�K�C�N�K�\�C�V�K�Q�P���K�P���E�T�[�R�V�Q�I�T�C�R�J�K�E���K�O�R�N�G�O�G�P�V�C�V�K�Q�P�����V�J�G��

�(�W�U�K�Q�P���(�2�)�#���R�N�C�V�H�Q�T�O���G�P�C�D�N�G�U���E�W�U�V�Q�O�K�\�C�V�K�Q�P���Q�H���E�T�[�R�V�Q���C�N�I�Q�T�K�V�J�O�U���V�Q��

accelerate cryptographic computation or implement countermeasures 

�C�I�C�K�P�U�V���C�V�V�C�E�M�U�����9�K�V�J���V�J�G���H�G�C�V�W�T�G�����E�W�U�V�Q�O�G�T�U���J�C�X�G���I�T�G�C�V�G�T���”�G�Z�K�D�K�N�K�V�[���C�P�F��

adaptability in the fast changing threat landscape.
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Built-in 64KB SRAM �d 128KB eNVM

Hardware root of trust, SRAM PUF technology

�$�W�K�N�V���K�P���#�4�/���%�Q�T�V�G�Z���/�����R�T�Q�E�G�U�U�Q�T���C�V���������/�*�\����

�(�N�C�U�J���D�C�U�G�F���D�K�V�U�V�T�G�C�O���
�.�7�6�������-�����Q�R�G�T�C�V�K�P�I���C�V���������/�*�\

Intrinsic hardware peripherals: SPI*2/ USB 2.0/ UART

�+�P�“�P�G�Q�P���5�.�'�������5�G�E�W�T�K�V�[���%�J�K�R

Common Criteria EAL 5+

�%�G�T�V�K�“�G�F���U�G�E�W�T�G���U�V�Q�T�C�I�G���C�I�C�K�P�U�V���J�C�T�F�Y�C�T�G���C�V�V�C�E�M�U

Equipped with ECC hardware accelerator

�'�P�J�C�P�E�G�F���������D�K�V���#�4�/�m���5�G�E�W�T�%�Q�T�G�€���5�%�������€���%�2�7

USB 2.0 FS/HS

�7�5�$�����������
�Q�R�V�K�Q�P�C�N��

NAND Flash

MicroSD (SDIO) Master/Slave

ISO-7816 Master *2 /Slave
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�.�G�X�G�T�C�I�G��
�+�-�8���'�Z�R�G�T�V�K�U�G

�(�Q�T���U�[�U�V�G�O�U���R�T�Q�E�G�U�U�K�P�I���V�T�C�P�U�C�E�V�K�Q�P�����E�Q�P�“�F�G�P�V�K�C�N��

�F�C�V�C���C�P�F���F�K�I�K�V�C�N���E�Q�P�V�G�P�V�����+�-�8���C�K�O�U���V�Q���E�Q�P�U�V�T�W�E�V���C��

�R�G�T�V�K�P�G�P�V���U�W�D�U�[�U�V�G�O�����Y�J�K�E�J���E�C�P���I�T�C�P�V���R�Q�U�U�G�U�U�Q�T�U��

�E�Q�O�R�N�G�V�G���E�Q�P�V�T�Q�N���Q�X�G�T���V�J�G���F�K�I�K�V�C�N���C�U�U�G�V�U���K�P���V�T�C�P�U�K�V��

�C�P�F���C�V���T�G�U�V����

�6�[�R�G�U���Q�H���F�K�I�K�V�C�N���C�U�U�G�V�U���V�Q���D�G���R�T�Q�V�G�E�V�G�F���T�C�P�I�G���H�T�Q�O��

�E�Q�P�“�F�G�P�V�K�C�N���F�C�V�C,���Y�J�K�E�J���E�C�P���D�G���“�N�G�U���V�J�C�V���E�Q�P�V�C�K�P��

secret information, �F�K�I�K�V�C�N���C�U�U�G�V�U�����Y�J�K�E�J���E�C�P���D�G��

�C�T�V�K�“�E�K�C�N���K�P�V�G�N�N�K�I�G�P�E�G���
�#�+�����E�Q�F�G�U���C�P�F���Q�V�J�G�T���M�K�P�F�U��

of intellectual properties, and cryptographic keys  

used for transaction. 

�;�G�C�T�U���Q�H���G�Z�R�G�T�K�G�P�E�G���K�P���G�O�D�G�F�F�G�F���U�G�E�W�T�K�V�[���G�P�C�D�N�G��

�+�-�8���V�Q���G�O�D�Q�F�[���T�Q�D�W�U�V���U�G�E�W�T�K�V�[���K�P���C�P�[���H�Q�T�O���H�C�E�V�Q�T�U��

�V�Q���“�V���C�P�[���U�[�U�V�G�O�����1�P���V�J�G���I�K�X�G�P���R�N�C�V�H�Q�T�O�����+�-�8���J�C�U��

�G�Z�G�T�V�G�F���K�V�U���C�D�K�N�K�V�[���V�Q���V�J�G���I�T�G�C�V�G�U�V���R�Q�U�U�K�D�N�G���G�Z�V�G�P�V����

From secure communication for national security 

�V�Q���R�T�Q�V�G�E�V�K�Q�P���Q�H���F�K�I�K�V�C�N���E�Q�P�V�G�P�V���Y�Q�T�V�J���O�K�N�N�K�Q�P�U���Q�H��

�7�5���F�Q�N�N�C�T�U�����C�P�F���E�T�[�R�V�Q�E�W�T�T�G�P�E�[���V�T�C�P�U�C�E�V�K�Q�P���W�U�G�F��

�C�T�Q�W�P�F���V�J�G���I�N�Q�D�G���Y�K�V�J�Q�W�V���C�P�[���D�T�G�C�E�J�G�U�����G�Z�V�G�P�U�K�X�G��

�G�Z�R�N�Q�T�C�V�K�Q�P���Q�H���K�V�U���R�Q�V�G�P�V�K�C�N���J�C�U���P�Q�V���D�G�G�P���O�C�T�M�G�F��

with a period.

�+�����5�G�E�W�T�K�V�[���C�V���V�J�G���J�K�I�J�G�U�V���N�G�X�G�N

�6�J�G���(�W�U�K�Q�P���(�2�)�#���R�N�C�V�H�Q�T�O���R�Q�U�U�G�U�U�G�U���V�J�G���J�C�T�F�Y�C�T�G���T�Q�Q�V���Q�H���V�T�W�U�V���W�V�K�N�K�\�K�P�I���5�4�#�/���2�7�(���
�5�V�C�V�K�E���4�C�P�F�Q�O��

�#�E�E�G�U�U���/�G�O�Q�T�[���2�J�[�U�K�E�C�N���7�P�E�N�Q�P�C�D�N�G���(�W�P�E�V�K�Q�P�����V�G�E�J�P�Q�N�Q�I�[�����+�V���U�G�T�X�G�U���C�U���V�J�G���C�E�E�G�U�U���M�G�[���V�Q���V�J�G���U�G�E�W�T�K�V�[��

�E�J�K�R�����G�U�V�C�D�N�K�U�J�K�P�I���U�G�E�W�T�G���E�J�C�P�P�G�N�U���R�T�Q�V�G�E�V�K�P�I���E�T�[�R�V�Q�I�T�C�R�J�K�E���M�G�[�U���C�P�F���K�P�V�G�T�P�C�N���F�C�V�C���V�T�C�P�U�H�G�T�����6�Q�I�G�V�J�G�T��

�Y�K�V�J���J�C�T�F�Y�C�T�G���D�C�U�G�F���D�W�K�N�V���K�P���E�Q�W�P�V�G�T�O�G�C�U�W�T�G�U���C�P�F���U�Q�H�V�Y�C�T�G���D�C�U�G�F���K�P�V�G�T�X�G�P�V�K�Q�P�����V�J�G���I�K�X�G�P���R�N�C�V�H�Q�T�O��

�H�C�E�K�N�K�V�C�V�G�U���R�T�Q�F�W�E�V���O�C�P�W�H�C�E�V�W�T�G���C�V���V�J�G���J�K�I�J�G�U�V���U�G�E�W�T�K�V�[���N�G�X�G�N�����T�G�U�K�U�V�K�P�I���T�G�X�G�T�U�G���G�P�I�K�P�G�G�T�K�P�I�����T�G�U�R�Q�P�F�K�P�I��

�V�Q���G�Z�V�G�T�P�C�N���K�P�V�T�W�U�K�Q�P�����G�P�C�D�N�K�P�I���U�V�C�P�F�C�N�Q�P�G���J�C�T�F�Y�C�T�G���R�T�Q�V�G�E�V�K�Q�P���C�P�F���E�Q�O�R�N�[�K�P�I���Y�K�V�J���G�Z�V�G�T�P�C�N���U�G�E�W�T�K�V�[��

�O�C�P�C�I�G�O�G�P�V���R�Q�N�K�E�K�G�U��

�+�+�����(�N�G�Z�K�D�N�G���E�W�U�V�Q�O�K�\�C�V�K�Q�P���C�P�F���T�G�E�Q�P�“�I�W�T�C�V�K�Q�P

�6�J�G���P�G�X�G�T���G�P�F�K�P�I���R�W�T�U�W�K�V���Q�H���P�G�Y���X�W�N�P�G�T�C�D�K�N�K�V�K�G�U���C�P�F���C�V�V�C�E�M�U���R�T�Q�R�G�N�U���W�U���V�Q���M�G�G�R���W�R���Y�K�V�J���V�J�G���V�Q�R���P�Q�V�E�J��

�E�Q�W�P�V�G�T�O�G�C�U�W�T�G���M�P�Q�Y���J�Q�Y�����9�G���G�H�H�G�E�V�K�X�G�N�[���K�O�R�N�G�O�G�P�V���E�Q�W�P�V�G�T�O�G�C�U�W�T�G�U���C�I�C�K�P�U�V���Q�P�G���Q�H���V�J�G���P�Q�V�Q�T�K�Q�W�U��

�J�C�T�F�Y�C�T�G���C�V�V�C�E�M�U�����U�K�F�G���E�J�C�P�P�G�N���C�V�V�C�E�M���
�5�%�#�������Q�P���D�Q�V�J���J�C�T�F�Y�C�T�G���C�P�F���U�Q�H�V�Y�C�T�G�����C�U�U�W�T�K�P�I���E�W�U�V�Q�O�G�T�U���V�J�G��

�R�T�G�F�Q�O�K�P�C�V�G���R�Q�U�K�V�K�Q�P���K�P���V�J�G���J�K�I�J���G�P�F���O�C�T�M�G�V�����9�G���C�N�U�Q���U�R�G�E�K�C�N�K�\�G���K�P���V�J�G���E�W�U�V�Q�O�K�\�C�V�K�Q�P���Q�H���E�T�[�R�V�Q�I�T�C�R�J�K�E��

�C�N�I�Q�T�K�V�J�O�U���C�P�F���T�G�E�Q�P�“�I�W�T�C�V�K�Q�P���Q�H���N�Q�I�K�E���F�G�U�K�I�P�����Y�J�K�E�J���C�T�G���E�T�K�V�K�E�C�N���E�C�R�C�D�K�N�K�V�K�G�U���K�P���V�J�G���H�C�E�G���Q�H���G�X�Q�N�X�K�P�I��

�C�V�V�C�E�M�U���C�P�F���W�P�R�T�G�E�G�F�G�P�V�G�F���V�J�T�G�C�V���N�C�P�F�U�E�C�R�G��
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�1�X�G�T���V�J�G���R�C�U�V���[�G�C�T�U�����R�W�D�N�K�E���C�Y�C�T�G�P�G�U�U���Q�H���U�G�E�W�T�K�V�[���J�C�U���D�G�G�P���T�C�K�U�G�F�����U�R�G�E�K�“�E�C�N�N�[���H�Q�T���V�J�Q�U�G���Y�J�Q��

�E�Q�P�H�T�Q�P�V�G�F���K�O�O�K�P�G�P�V���C�V�V�C�E�M�U���Q�T���V�C�T�I�G�V�G�F���O�C�T�M�G�V�U���V�J�C�V���C�D�Q�W�P�F�G�F���Y�K�V�J���E�Q�W�P�V�G�T�H�G�K�V���R�T�Q�F�W�E�V�U����

�7�P�F�G�T���V�J�G���E�K�T�E�W�O�U�V�C�P�E�G�����U�G�E�W�T�K�V�[���D�G�E�Q�O�G�U���C���O�W�U�V���T�C�V�J�G�T���V�J�C�P���C���E�J�Q�K�E�G�����#�����I�T�G�C�V���P�W�O�D�G�T���Q�H��

�X�G�P�F�Q�T�U���E�Q�P�U�G�S�W�G�P�V�N�[���T�G�C�E�J�G�F���W�U���C�P�F���X�Q�K�E�G�F���V�J�G�K�T���E�Q�P�E�G�T�P�U�����6�J�G�[���E�Q�X�G�T�G�F���C���Y�K�F�G���T�C�P�I�G���Q�H��

�W�U�G���E�C�U�G���C�R�R�N�K�E�C�V�K�Q�P�U�����K�P���Y�J�K�E�J���V�J�G���U�G�E�W�T�K�V�[���O�G�E�J�C�P�K�U�O���Y�C�U���F�G�U�K�I�P�G�F���Q�P���V�J�G���(�W�U�K�Q�P���(�2�)�#��

�R�N�C�V�H�Q�T�O���C�P�F���K�U���U�V�K�N�N���V�C�M�K�P�I���G�H�H�G�E�V���P�Q�Y�����+�P���V�J�G�U�G���E�C�U�G�U�����V�J�G���I�K�X�G�P���R�N�C�V�H�Q�T�O���J�C�U���R�T�Q�X�G�P���C��

�T�G�C�N���Y�Q�T�N�F���K�O�R�C�E�V���Q�P���X�G�P�F�Q�T�U�i���E�Q�U�V�����V�T�W�U�V�Y�Q�T�V�J�K�P�G�U�U���C�P�F���J�K�I�J���G�P�F���O�C�T�M�G�V���R�G�P�G�V�T�C�D�K�N�K�V�[��

�6�J�G���F�K�U�V�T�K�D�W�V�G�F���P�C�V�W�T�G���Q�H���G�F�I�G���E�Q�O�R�W�V�K�P�I��

�T�G�S�W�K�T�G�U���F�C�V�C���V�Q���D�G���G�P�E�T�[�R�V�G�F���H�T�Q�O���P�Q�F�G�U���V�Q��

�E�N�Q�W�F�U�����&�K�X�G�T�U�G���G�P�E�T�[�R�V�K�Q�P���O�G�E�J�C�P�K�U�O�U���C�T�G��

�V�Q���D�G���C�F�Q�R�V�G�F���D�G�E�C�W�U�G���F�C�V�C���V�T�C�P�U�K�V���C�O�Q�P�I��

�F�K�H�H�G�T�G�P�V���F�K�U�V�T�K�D�W�V�G�F���P�Q�F�G�U���C�P�F���U�[�U�V�G�O�U�����6�Q��

ensure the whole system is well protected, 

�V�J�G���J�K�I�J�N�[���E�W�U�V�Q�O�K�\�C�D�N�G���(�W�U�K�Q�P���(�)�2�#���E�C�P��

�R�T�Q�X�K�F�G���C�N�N���K�P���Q�P�G���U�Q�N�W�V�K�Q�P�U�����Y�J�K�E�J���K�U���C�D�N�G��

�V�Q���U�V�T�G�C�O�N�K�P�G���X�G�P�F�Q�T�U�i���Q�R�G�T�C�V�K�Q�P���R�T�Q�E�G�U�U����

�T�G�F�W�E�G���F�G�X�G�N�Q�R�O�G�P�V���E�Q�U�V���C�P�F���G�P�C�D�N�G���V�J�G��

�O�Q�U�V���F�G�U�K�T�C�D�N�G���V�K�O�G���V�Q���O�C�T�M�G�V����

�6�J�G���(�W�U�K�Q�P���(�2�)�#���R�N�C�V�H�Q�T�O���H�W�N�“�N�N�U���V�J�G���J�K�I�J�G�U�V���U�G�E�W�T�K�V�[���N�G�X�G�N���H�T�Q�O���C���U�[�U�V�G�O�C�V�K�E���C�P�F���J�Q�N�K�U�V�K�E���X�K�G�Y��

�������������������6�J�G���J�C�T�F�Y�C�T�G���T�Q�Q�V���Q�H���V�T�W�U�V���D�C�U�G�F���Q�P���5�4�#�/���2�7�(���R�T�Q�X�K�F�G�U���C�P���W�P�E�N�Q�P�C�D�N�G���K�F�G�P�V�K�V�[���H�Q�T���V�J�G���U�[�U�V�G�O

�������������������%�T�[�R�V�Q�I�T�C�R�J�K�E���M�G�[�U���C�T�G���U�V�Q�T�G�F���K�P���V�J�G���O�K�N�K�V�C�T�[���I�T�C�F�G���U�G�E�W�T�K�V�[���E�J�K�R���Y�K�V�J���%�%���'�#�.�����
���E�G�T�V�K�“�E�C�V�K�Q�P

�������������������5�G�E�W�T�G���E�J�C�P�P�G�N�U���D�W�K�N�V���D�[���5�4�#�/���2�7�(���C�P�F���V�J�G���U�G�E�W�T�K�V�[���E�J�K�R���R�T�Q�V�G�E�V���K�P�V�G�T�P�C�N���F�C�V�C���V�T�C�P�U�H�G�T
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