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Accelerate cryptographic computation
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As hardware attacks become increasingly tricky, large-scale businesses

and governments struggle to keep up. Not like medium and small-scale

ones, it takes longer and costs higher for them to compensate for losses.

Moving to an era where digital assets are more valuable than materials,

YG CNN NQPI HQT C RCKPNGUU "GZKDNG CPF EQPXGPKGPV YC[ VQ RTC
assets and intellectual property.

In hardware security, compliance is a basic requirement, beyond which

WUCDKNKV[ CPF "GZKDKNKV[ FGVGTOKPG JQY CIKNG DWUKPGUUGU CTCC
potential threats. To meet the requirement, security subsystem should

CNNQY HQT CFCRVKXG TGEQP“IWTCVKQP CPF EWUVQOK\CVKQP

2QYGTGF D[ +-8iU URGEKCNK\CVKQP KP ET[RVQITCRJKE KORNGOGPVCV
(WUKQP (2)# RNCVHQTO GPCDNGU EWUVQOK\CVKQP QH ET[RVQ CNIQTK
accelerate cryptographic computation or implement countermeasures

CICKPUV CVVCEMU 9KVJ VJG HGCVWTG EWUVQOGTU JCXG ITGCVGT "G
adaptability in the fast changing threat landscape.



Built-in 64KB SRAM d 128KB eNVM

Hardware root of trust, SRAM PUF technology
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Intrinsic hardware peripherals: SPI*2/ USB 2.0/ UART
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Common Criteria EAL 5+

%GTVK*GF UGEWTG UVQTCIG CICKPUV JCTFYCTG CVVCEMU

Equipped with ECC hardware accelerator
'"PIJCPEGF DKV #4/m 5GEWT%QTG£€ 5% € %27

USB 2.0 FS/HS

75% QRVKQPCN
NAND Flash

MicroSD (SDIO) Master/Slave
ISO-7816 Master *2 /Slave



.GXGTCIG
+-8 "ZRGTVKUG

(QT U[UVGOU RTQEGUUKPI VTCPUCEVKQP EQP*FGPVKCN
FCVC CPF FKIKVCN EQPVGPV +-8 CKOU VQ EQPUVTWEV C
RGTVKPGPV UWDU[UVGO YJKEJ ECP ITCPV RQUUGUUQTU
EQORNGVG EQPVTQN QXGT VJG FKIKVCN CUUGVU KP VTCPUKYV
CPF CV TGUYV

6[RGU QH FKIKVCN CUUGVU VQ DG RTQVGEVGF TCPIG HTQO
EQP“FGPVKCW KEYECP DG “NGU VJCV EQPVCKP

secret information, FKIKVCN CWIK&EJUECP DG

CTVK“EKCN KPVGNNKIGPEG #+ EQFGU CPF QVJGT MKPFU
of intellectual properties, and  cryptographic keys

used for transaction.

;GCTU QH GZRGTKGPEG KP GODGFFGF UGEWTKV[ GPCDNG

+-8 VQ GODQF[ TQDWUV UGEWTKV[ KP CP[ HQTO HCEVQTU

VQ “V CP[ U[UVGO 1P VJG IKXGP RNCVHQTO +-8 JCU
GZGTVGF KVU CDKNKV[ VQ VJG ITGCVGUV RQUUKDNG GZVGPV
From secure communication for national security

VQ RTQVGEVKQP QH FKIKVCN EQPVGPV YQTVJ OKNNKQPU QH
75 FOQNNCTU CPF ET[RVQEWTTGPE[ VTCPUCEVKQP WUGF
CTQWPF VJG INQDG YKVIQWY CP[ DTGCEJGU GZVGPUKXG
GZRNQTCVKQP QH KVU RQVGPVKCN JCU PQV DGGP OCTMGF
with a period.

+ 5GEWTKV[ CV VJG JKIJGUV NGXGN

6JG (WUKQP (2)# RNCVHQTO RQUUGUUGU VJG JCTFYCTG TQQV QH VTWU\
#EEGUU /GOQT[ 2J[UKECN 7PENQPCDNG (WPEVKQP VGEJPQNQI[ +V UGT
EJKR GUVCDNKUJKPI UGEWTG EJCPPGNU RTQVGEVKPI ET[RVQITCRJKE N
YKV]J JCTFYCTG DCUGF DWKNV KP EQWPVGTOGCUWTGU CPF UQHVYCTG L
HCEKNKVCVGU RTQFWEV OCPWHCEVWTG CV VJG JKIJGUV UGEWTKV[ NG X
VQ GZVGTPCN KPVTWUKQP GPCDNKPI UVCPFCNQPG JCTFYCTG RTQVGEYV
OCPCIGOGPV RQNKEKGU

++ (NGZKDNG EWUVQOK\CVKQP CPF TGEQP“IWTCVKQP

6JG PGXGT GPFKPI RWTUWKY QH PGY XWNPGTCDKNKVKGU CPF CVVCEMU
EQWPVGTOGCUWTG MPQY JQY 9G GHHGEVKXGN[ KORNGOGPV EQWPVGT(
JCTFYCTG CVVCEMU UKFG EJCPPGN CVVCEM 5%# QP DQVJ JCTFYCTG
RTGFQOKPCVG RQUKVKQP KP VJG JKIJ GPF OCTMGY 9G CNUQ URGEKCNI
CNIQTKVJOU CPF TGEQP“IWTCVKQP QH NQIKE FGUKIP YJKEJ CTG ETKVK
CVVCEMU CPF WPRTGEGFGPVGF VJTGCV NCPFUECRG




SWEEGUU 5VQTKGU CDQWYV 1WT %W

1XGT VIJG RCUV [GCTU RWDNKE CYCTGPGUU QH UGEWTKV[ JCU DGGP TCKUGF
EQPHTQPVGF KOOKPGPV CVVCEMU QT VCTIGVGF OCTMGVU VJCV CDQWPFGF YK
7TPFGT VIG EKTEWOUVCPEG UGEWTKV[ DGEQOGU C OWUV TCVJGT VIJCP C EJQKH
XGPFQTU EQPUGSWGPVN[ TGCEJGF WU CPF XQKEGF VIJGKT EQPEGTPU 6JG[ EQX
WUG ECUG CRRNKECVKQPU KP YJKEJ VIJIG UGEWTKV[ OGEJCPKUO YCU FGUKIPG
RNCVHQTO CPF KU UVKNN VCMKPI GHHGEV PQY +P VJGUG ECUGU VJG IKXGP R
TGCN YQTNF KORCEV QP XGPFQTUI EQUV VTWUVYQTVJKPGUU CPF JKIJ GPF OC1

6JG (WUKQP (2)# RNCVHQTO HWN*“NNU VJG JKIJGUV UGEWTKV[ NGXGN HTQO C U
6JG JCTFYCTG TQQV QH VTWUV DCUGF QP 54#/ 27( RTQXKFGU CP WPENQP
%T[RVQITCRJKE MG[U CTG UVQTGF KP VJG OKNKVCT[ ITCFG UGEWTKV][ EJ
5GEWTG EJCPPGNU DWKNV D[ 54#/ 27( CPF VJG UGEWTKV[ EJKR RTQVGEV

(2)# EWUVQOK\CVKQP CPF TGEQP“IWTCVKQP ECP TGFWEG XWNPGTCDKNK

QAQQ0

*KIJ RGTHQTOCPEG ET[RVQ UGTXKEGU RQYGTGF D[ ET[RVQ CEEGNGTCVQ
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5SGEWTG 8CWNV CV [QWT “PIGTVKRU

9KVJ +-8 6GEJ GZRGTVKUG C YKFG TCPIG QH CRRNKECVK!
EWUVQOK\CDNG CPF TGEQP“IWTCDNG UGEWTKV[ NGXGTCI
(2)# RNCVHQTO 9G JGNR EWUVQOGTU QRVKOK\G VJG GZK
OGEJCPKUO CPF GPCDNG UGEWTKV[ CPF WUCDKNKV[ VQ I¢
#NN KP CNN QWT OKUUKQP KU VQ UGEWTG EWUVQOGTUI I
UGCONGUUN[ KP URCEG CPF VKOG GURGEKCNN[ KP CP GT
CNYC[U MGGR CDTGCUYV

#DQWV +PHQ-G[8CWNV 6GEJPQNQI] COMIEEEE

+PHQ-G[8CWNV 6GEJPQNQI[ +-8 6GEJ KU C UGTXKEG EQORCP[ KP GODGFFGF UGE
KPFGRGPFGPV FGUKIP JQWUG HQT UGEWTKV[ UQNWVKQPU HTQO KPIHX G UGHENY K NV G K &

CICKPUV JCTFYCTG CVVCEMU UQ CU VQ UGEWTG EWUVQOGTUi FKIKVCN CUUG
YYY HCEGDQQM EQO +P



